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SIM Global Education

What You Need
* Your SIM MyMail email address and password
« Alaptop / iPad / computer with a web browser

* A mobile phone (i0OS/Android). You will use your laptop/iPad and phone at the same time.

MFA Self-Enrolment (Quick Steps)

1. Install Microsoft Authenticator
Download “Microsoft Authenticator” from the App Store or Google Play.

2. Sign in to your security settings
On your laptop/iPad, go to https://mysignins.microsoft.com/security-info and sign in with your SIM MyMail account.

3. Add a sign-in method (If needed, please refer to the appendix for Steps 3 and 4.)
Choose “Authenticator app” (recommended) or “Phone (SMS)’.

4. Scan the QR code
Open the Authenticator app — Add account — Work or school account — Scan QR code.

5. Complete setup
Approve the test notification or enter the verification code.

6. Verify MFA is working
Go to https://mysignins.microsoft.com/security-info to ensure MFA prompts appear and work properly.
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Common Asked Questions °

Q1) | forgot my SIM email password. What should | do? ’ A“

1. Go to https://pwdreset.simge.edu.sg/. SIM Global Education
2. Follow the instructions to reset your password.

3. Make sure your personal alternate email address in MySIMApp is correct, so you can receive the OTP needed for the password reset.

4

. If you cannot reset your password using this page (for example, you do not receive the OTP), email mfa@sim.edu.sg for assistance. (In your email, include your
full name and student ID. )

Q2) Microsoft Authenticator does not work on my phone.
» Some Android phones (for example, certain Huawei models) may not support Microsoft Authenticator from the usual app store.
» If available, choose “Phone (SMS)” as your MFA method instead.

* If no method works, email mfa@sim.edu.sg for help.

Q3) | have a new phone or new mobile number.
1. On your new phone, install Microsoft Authenticator.

2. On a laptop/iPad, go to https://mysignins.microsoft.com/security-info and sign in with your SIM student email and password.

3. Add your new device or phone number:
» Authenticator app: add a new account and scan the QR code shown on your laptop/iPad.
* Phone (SMS): add your new mobile number.

4. After confirming the new phone/number works, remove your old device/number from the list of MFA methods.

5. Go to https://mysignins.microsoft.com/security-info to ensure MFA prompts appear and work properly.

6. Test MFA by signing in to Outlook (MyMail), MySIMApp, Canvas, or CareerSense. (After 5" Jan 2026)

. 025 Si Institute of tPte L .
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Under Security info page, click Add sign-in method

&« O o https://mysignins.microsoft.com/security-info ALy <= (Not syncing 8 "i
¥ MySign-lns v 2 2 (n)
noel00 1 # Security info

neel001@mymail.sim.edu.... o
These are the methods you use to sign into your account or reset your password.

& My Account A —+ Add sign-in method

Overview

El Password Last updated: Change
5 hours ago

Security info

Devices Lost device? Sign out everywhere
Change Password

Organisations

Settings & Privacy

Recent activity

(a5} My Apps

@

My Access ~
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Select a sign in method

Add a sign-in method X
N .
) g”"f°5°ff Authenticator . — Recommended
-, pprove sign-in requests or use one-time codes

(@D :gr:ciir‘:viirtﬁ;cu’:lc(fi:fromahardwaretoken — NOt Applicable
Ph d .
QS T o et 0 st i with a code — 2" Recommendation

% Alternative phone

Get a call to sign in with a code

Q) Office phone

Get a call to sign in with a code

Learn more about each method to help you choose.
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If you select MS Authenticator, you will see the following pages. Go through the
pages until the QR code.

If you are using your laptop Authenticator

to do this self enrolment, use Added

nsall Microsos . your mobile device to scan
Authenticator the QR code

6 Click Next

B Googeriey | @ AppStore

nstall the app on
back hers

Scan QR code @

Scan the QR code X Enter the x
following into

Microsoft Toggle back to your

Authenticator Authenticator App

i o Open the QR code scanner in

Authenticator and select Enter
code manually.

Us; th:hM:rrosoﬂ‘Attllthen:|ca1t0r app to scar; the QR Code: Copy code [

code. This connects the app 10 your account. 062786256

Then come back and select Next.
URL: ( Copy URL

Can't scan the QR code? https://mobil&

ommunicator.auth.

Back microsoft.com/activ
atev2/238990928/S

Set up your accountinapp % ;\SPUBKRCAE FDO4 Your account provider will display a QR code
D If you are using your
mobile device to do this
self enrolment, click the Click and Click the scan QR icon -> click
e take note of the Code button.

4 . Enter the code and paste the URL
Click Next Link. g
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MS Authenticator... continued

Let's try it out X @ Authenticator Added

)

1 8 You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

Enter the number shown in the app to approve the
sign-in request.

This is now your default sign-in method.

Once you added the Authenticator login method, you will You have successfully
see this page immediately to test it out. You will receive a enabled MFA for your
prompt from the Authenticator, input the number shown
in your device accordingly and click Yes

Mymail account
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If you select Phone, go through the following pages until you verified your
handphone number

‘ Verify your phone number X @ Phone number added

Enter the code we sent to E
Verify it's you with a call or text code to your

phone. Enter code o

Country code
o ’ Didn't receive the code?
Phone number
Next e
| knler phone numbero |

Chaoose how to verify

® Textacode @) You can now receive a code each time you sign in.
O call

Message and data rates may apply. Pressing Next m

means that you agree to the Terms of service and
Privacy and cookies statement.

o - )
.

PoON=

Select the country code 1. Enter the code you received through SMS You have successfully enabled
Key in your phone number or call MFA for your Mymail account
Select Text (Recommended) or Call 2. Click Next

Click Next E
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