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SIM Global Education

What You Need
* Your SIM MyMail email address and password
« Alaptop /iPad / computer with a web browser

« A mobile phone (i0OS/Android). You will use your laptop/iPad and phone at the same time.

MFA Self-Enrolment (Quick Steps)

1. Install Microsoft Authenticator
Download “Microsoft Authenticator” from the App Store or Google Play.

2. Sign in to your security settings
On your laptop/iPad, go to https://mysignins.microsoft.com/security-info and sign in with your SIM MyMail account.

3. Add a sign-in method
Choose “Authenticator app” (recommended) or “Phone (SMS)”.

4. Scan the QR code
Open the Authenticator app — Add account — Work or school account — Scan QR code.

5. Complete setup
Approve the test notification or enter the verification code.

6. Verify MFA is working
Sign in to MyMail, MySIMApp, Canvas, or CareerSense to ensure MFA prompts appear and work properly.
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Common Asked Questions °

Q1) | forgot my SIM email password. What should | do? ’ A“

1. Go to https://pwdreset.simge.edu.sg/. SIM Global Education
2. Follow the instructions to reset your password.

3. Make sure your personal alternate email address in MySIMApp is correct, so you can receive the OTP needed for the password reset.

4

. If you cannot reset your password using this page (for example, you do not receive the OTP), email mfa@sim.edu.sg for assistance. (In your email, include your
full name and student ID. )

Q2) Microsoft Authenticator does not work on my phone.
» Some Android phones (for example, certain Huawei models) may not support Microsoft Authenticator from the usual app store.
» If available, choose “Phone (SMS)” as your MFA method instead.

* If no method works, email mfa@sim.edu.sg for help.

Q3) | have a new phone or new mobile number.
1. On your new phone, install Microsoft Authenticator.
2. On a laptop/iPad, go to https://mysignins.microsoft.com/security-info and sign in with your SIM student email and password.

3. Add your new device or phone number:
» Authenticator app: add a new account and scan the QR code shown on your laptop/iPad.
* Phone (SMS): add your new mobile number.

4. After confirming the new phone/number works, remove your old device/number from the list of MFA methods.

5. Test MFA by signing in to Outlook (MyMail), MySIMApp, Canvas, or CareerSense.

If you cannot sign in at all because you lost access to your old phone and cannot complete MFA, email mfa@sim.edu.sg.
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«  f&f9 SIM MyMail HPF5H 1E A1 2545

. BTN SRR AL | iPad / B K
. —#F4L (0S/Android) . BEBREEMLE /iPad SFHHTEE.

MFA BB (BRESIR)
1. 23 Microsoft Authenticator
1 App Store = Google Play T % “Microsoft Authenticator”,

2. BRRZEIRENH
FE£/8 s iPad _17(a] https://mysignins.microsoft.com/security-info, F{# A&/ SIM MyMail K55 %,

3. FEEXAR
1#$% “Authenticator RF " (#%#) = “FHERE (SMS) ~,

4. 450
FTFF Authenticator iy F§ — Frigk P — TESERMKS — 138 450,

5. ERIRE
RIRTHUENINBA, HMARIERBTEMRE.

6. I8iE MFA ERIEEIEE
Z% MyMail, MySIMApp. Canvas 5 CareerSense, FIAZ &G I MFA IS FIR R~ IFREATNIBIL .
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1.  Bi{E https://pwdreset.simge.edu.sg/**,

2. BENEIETERZD.
3. IBHAREAE MySIMApp REICHI M AEAMBAIEEEHRAN, MEZEREREBRFR OTP,
4. MRHEITFBEZUEERBE (FlaxEEs OTP) | EXRIZEIE mfa@sim.edu.sg T K8, AT IBEREENEBZHF LIS

Q2) Microsoft Authenticator ER B FH EFTEFEH.
© BALREFH (BIMELEHTS) TJEIENE AN ARES % Microsoft Authenticator,
« EHOf7, HRE FHRERE (SMS) " tEAER MFATGIETT .

MRMEDTRELEEA, BRIXBHE mfa@sim.edu.sg X518,

Q3) Tk T HFISFFI S,
1. HEEBFHF L% Microsoft Authenticator,
2. #EH 5 iPad ERI{E **https://mysignins.microsoft.com/security-info**, 3f{#F SIM F 4 HRFEFI L5 %,
3. FEEMNIRFNTFIS:
Authenticator [V Fi: #igik S IE43484E 8 / iPad B R 4HD,
FHEE (SMS) | FBEHFH TV S,

4. WIAFFYVISFSHEIUFERE, M MFA 7755 RPZEKIHAEEHSHE.
5. Bi3%E3% Outlook (MyMail) . MySIMApp. Canvas 5 CareerSense Jljii MFA & 1EFi=1E.

MRERATEREBFINMEELEER. TEBE MFA, 1FHEBE mfa@sim.edu.sg F K8,
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