Dear Students,

It has come to our attention that a scam email is currently being circulated among SIM
students. This fraudulent message claims that your tuition fees have not been paid on
time and provides a bank account number for payment.

Please be informed that this email is not from SIM, and the account number stated
does not belong to SIM.

We would like to remind all students:

Do not make any payments to bank accounts that are not officially listed on
SIM’s website or student portal.

e Do notreplyto orclick on any links in suspicious emails.
e Do not share your personal or financial details with unverified senders.

All official payment instructions and reminders from SIM are sent only through official
SIM email channels (e.g., *@sim.edu.sg or *@notice.sim.edu.sg) and can be verified
via the SIMConnect portal.

If you have received such an email or have already made payment to the fraudulent
account, please:

1. Do not engage further with the sender, and

2. Report the incident immediately to SIM Student Services, and at
https://www.scamshield.gov.sg/i-ve-been-scammed/, and

3. Inform your bank as soon as possible.

SIM takes this matter seriously and is working to safeguard our student community.
Please remain vigilant and help spread the word to your peers.

If you have any questions, please reach out to Students@sim.edu.sg.

Thank you for your attention and cooperation.

Kind regards,
SIM Student Services
Singapore Institute of Management



