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Conserved buildings similar to
141 Neil Road are typically allowed
to have solar panels cover up to on-
ly 30 per cent of the rear slope of
the main pitched roof and second-
ary pitched roofs.
Dr Joshi said that almost all of the

townhouse’s secondary pitched
roof, as well as a rear flat roof, will
be covered with solar panels.

He said the building – which will
be fully solar-powered – will gen-
erate about 13 megawatt-hours
(MWh) of energy a year,more than
the centre’s estimated operational
energy consumption of 12.4MWh a
year, based on planned operations.
The centre’s annual consumption
over the past three years has been
about 1.3MWh.
Asked if the work to be done on

the townhouse can be easily repli-

cated in other shophouses, he said:
“It is very easy for anyone –wheth-
er it is a government agency look-
ing after a national monument or a
home owner living in a historical
building – to replicate what we
have done here, trying to usemate-
rials and techniques that are slight-
ly lost, and using some modern
technology.”

kenggene@sph.com.sg

NUS’ Architectural Conservation Laboratory, the occupant of the townhouse at 141
Neil Road (above), aims for it to be the first historical building to be retrofitted to
achieve net-zero operational energy. ST PHOTO: NG SOR LUAN
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140-year-old building among more
than 7,200 that have been conserved

Small and medium-sized enter-
prises (SMEs) that need help in
deciding how and where to de-
ploy artificial intelligence in
their organisations can turn to a
new eight-week course.
Called AI.dea, the programme

is conducted in three phases,
with eight days of face-to-face
sessions, culminating in a
proof-of-concept project.
Telco Singtel, which intro-

duced it together with profes-
sional development provider
SIM Academy, said the pro-
gramme came about after its
SME customers raised concerns
about AI adoption.
“Some of (the concerns) have

to do with being able to identify
the right use cases, some of
them are about building the
right internal capabilities and
ensuring that implementation is
done in a secure, systematic and
responsible way,” said Singtel
Singapore chief executive Ng
Tian Chong.
He was speaking during the

official launch at the Singtel
Cyber Security Institute on
April 29.
In the first phase of the pro-

gramme, business owners or se-
nior management of a company
will be guided on how to select
and prioritise AI use cases that
meet their business needs.
They will also be taught to as-

sess potential risks, including
what information is appropriate
to share with AI systems, how
data is handled and protected,
and how to guard against mis-
use or breaches.
In the second phase, depart-

ment heads or those leading
their AI pilot will be guided on
developing a plan to roll out the
technology.
This includes performing

cost-benefit analyses, deciding
which AI vendors to use for
their project, and putting in
place plans to train staff.
In the third phase, project

leads will be taught to monitor
and evaluate theperformanceof
their AI project, consider how to
scale it, and develop practices
so humans can oversee AI deci-
sions.
Trainers teaching the pro-

gramme include consultants
from SIM Academy, experts
from Singtel Cyber Security In-
stitute and lawyers fromDrew&
Napier.
The first phase of the pro-

gramme began in February, and
seven companies and 22 em-
ployeeshavebeen trained so far.
AI.dea costs $15,000 per per-

son to attend, and each compa-
ny has to send at least three par-
ticipants.
Eligible companies can re-

ceive up to 90 per cent SkillsFu-
ture funding support, bringing
the cost to around $1,500 per at-
tendee.
Toqualify, companiesmust be

registered and incorporated in
Singapore, have at least 30 per
cent local shareholding by Sin-
gaporeans or permanent resi-
dents, and have annual sales
turnover not exceeding $100
million or an employment size
of fewer than 200 employees.
MrChristianChao, chief exec-

utive of social service agency
Care Corner, is among the
course’s first attendees.
He is exploring a voice-based

AI pilot that lets junior social
workers practise role-play sce-
narios, such as building rapport
with a caregiver or calming
someone in emotional distress.
He and his colleagues chose

this use case as it does not in-
volve real client information, re-
ducing the risk of exposing sen-
sitive data or breaching confi-
dentiality.
“The programme’s space,

structure and facilitation al-
lowed us to think more clearly
about AI adoption,” Mr Chao
said.
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course to
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A car dashboard’s speedometer is
goingwild at the behest of hackers.
Medical devices are being taken

apart and reprogrammed.
Hundreds of other hackers break

into everything from physical pad-
locks to security patrol robots.
These were the scenes on April

29, the second day of the inaugural
DEF CON Singapore, a convention
that brought together ethical hack-
ers and cybersecurity experts from
around the world.
There was talk that undercover

intelligence agents were in atten-
dance too, looking to recruit talent.
The organisers said the idea be-

hind the hacker convention is to
have Singapore’s own technologies
scrutinised by the global cyberse-
curity community so they can be
made more robust for real-world
operations.
It is being held alongside the Mi-

lipol TechXSummit (MTX) 2026 at
the Sands Expo and Convention
Centre from April 28 to 30.
MTX is jointly organised by the

Home Team Science and Technol-
ogy Agency (HTX), Civipol, TechX
Ventures and events company Co-
mexposium, and is supported by
Singapore’s Ministry of Home Af-
fairs and France’s Ministry of the
Interior.
While MTX brings together go-

vernment, industry and academia
to showcase the latest public safety
technologies, DEF CON Singapore
brings together hackers and cyber-
security experts to test and chal-
lenge such systems.

A prime example on the conven-
tion floor was a security patrol ro-
bot by ST Engineering.
It was placed on display with an

open invitation to hack it.
Initially, the challenge proved

too steep.
Mr Kevin Seow, a member of the

patrol robot product team from ST
Engineering, said the robot was al-
ready heavily field-tested and
highly secure.
To give attendees a fighting

chance at hacking into it, he had to
intentionally introduce vulnerabil-
ities, and even then, none who
tried were entirely successful.
Mr Seow said: “Theywere able to

complete a part of the challenges,
but they weren’t able to hack into
it. If someone actually does, then
we know they are truly talented.
“If we can find such people, we

would want them to join us.”
However, hackers across the hall

were successfully breaching sys-
tems used by the general public.
Ms Alina Tan, 33, co-founder of

cybersecurity consultancy HE&T
Security Labs, showcased an elec-
tric vehicle (EV) charger her firm
bought online – and hacked in just
twoweeks, gaining the ability to al-
ter its voltage or disable it entirely.
Ms Tan said it was important to

proactively address cybersecurity
concerns even as EV infrastructure
continues to evolve.
She added if this was not fixed,

suchgaps couldpotentially beused
by bad actors to disrupt services.
“There are increasing areas of

connectivity in modern vehicles
and their supporting infrastruc-
ture that require careful security
consideration,” she said.

“This includes components such
as critical vehicle systems and in-
fotainment platforms.”
Her team has already provided

feedback to the charger’smanufac-
turer on the vulnerabilities found.
This is a core goal of the ethical

hacking community – to break into
systems to prevent bad actors from
exploiting them.
Running annually in Las Vegas

since 1993, DEF CON has built a
reputation on community, creativ-
ity, and a healthy dose of mischief.
Founder Jeff Moss noted that

DEF CON stands apart from tradi-
tional corporate cybersecurity
conferences.
“We’re more about the joy of dis-

covery, unexpected results, and
getting your hands on something

you would normally never get your
hands on,” he said.
DEF CON attendees are noto-

rious for playing pranks, such as
compromising the devices of
anyone careless enough to plug in a
stray USB drive or connect to an
unsecured network.
That spirit of mischief appeared

to be alive andwell even in the Sin-
gapore chapter, with a poster near
the entrance touting free Wi-Fi
alongside a note to use it with cau-
tion.
Mr Moss said he had been want-

ing to bring the convention to Sin-
gapore due to the nation’s high in-
terest in technology and strong
rule of law.
With backing from HTX, the vi-

sion finally became a reality.

Security researcher Eugene Lim,
31, said he hopes DEF CON Singa-
pore becomes a permanent fixture.
“It’s a really fun event, and a good

opportunity for more Singapo-
reans to be exposed to hacking and
cybersecurity,” saidMr Lim,who is
one of Singapore’s top bounty hun-
ters, or ethical hackers who get
paid to identify vulnerabilities in
systems and inform companies to
fix them.
The man, widely known in the

community by his online handle
Spaceracoon, added: “It also shows
them that hacking is not just about
sitting behind a computer, and not
everyone in the community is just
a hacker in a hoodie.”

A console from a car seen at the Car Hacking Village at DEF CON Singapore at Sands Expo and Convention Centre on April 28.
The event brings together ethical hackers and cybersecurity experts from around the world. ST PHOTO: MARK CHEONG
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When a consumer buys a lock, the
seller will highlight only its quali-
ties, as it is not in his interest to talk
to the customer about the prod-
uct’s limitations.
But when experts reveal the

lock’s vulnerabilities, the consum-
er will have a different opinion of
its worth.
This concept also applies to arti-

ficial intelligence, said computer
and internet security expert Jeff
Moss, founder of hacking conven-
tion DEF CON.
The use of AI is spreading so fast

that consumers may neglect to ask
how secure it is, with developers
extolling only their products’ vir-
tues.
To Mr Moss, there must be more

accountability and transparency to
mitigate the risks associated with
the use of AI by ensuring it is not
misused or exploited by criminals.
He raised his concerns during an

interview with The Straits Times
on April 29 at the Sands Expo and
Convention Centre, where DEF
CON is being held in Singapore for
the first time.
It is running alongside the Mili-

pol TechX Summit (MTX) 2026
from April 28 to 30.
Mr Moss, who has held several

prominent cybersecurity roles and
was part of the technical consult-
ing team of the hit techno-thriller

TV series Mr Robot, said it is vital
to discuss accountability in AI.
When an issue arises, there is a

question of whether the blame lies
with the developer, the company
that hired the developer, or the us-
er of the technology, he said.
Apart from the unpredictability

arising from a lack of accountabil-
ity, a lack of transparency in how
the technology works or is devel-
oped could also lead to opportuni-
ties for criminals or nation states to
misuse the technology, Mr Moss
added.
“When I’m talking to policymak-

ers, I’m always encouraging them
to do things that increase accoun-
tability and transparency because
I think people will generally make
better decisions if they have more
information,” he said.
In a talk at the MTX, Mr Moss

noted that AI has gone from being
a novelty to something that can
generate value as an agent with the
capacity to autonomously perform
tasks.
This gives the user control by

giving the AI agent parameters and
boundaries without needing to be
an infrastructure expert.
For example, one could deploy

the agent to find the best price for
an airline ticket without having to
rely on a ticket pricing site, he said.
In an era where almost all tech-

nology has a political element, Mr
Moss said he would not be sur-
prised if AI agents also become ve-
ry political very quickly.
And in the absence of any regula-

tion or guidance, developers and
users could use technology to do
whatever theywantwith very little
consequence, he added.
He noted that more accountabil-

ity and transparency would help
get the best out of AI, as these safe-
guards would allow policymakers
to determine the trade-offs and so-
ciety to decide what risks it is pre-
pared to take.
“But when everything is opaque

or shielded behind an NDA (non-
disclosure agreement), or you can’t
research it, or can’t understand
how an AI agent works because it’s
proprietary – the more we prevent
transparency, the more problems
we’ll have,” he said.
MrMoss, whowas part of the cy-

bersecurity advisory committee in
the US Department of Homeland
Security’s cybersecurity infras-
tructure security agency from 2021
to 2025, also highlighted some of
the ethical issues on the use of AI
in warfare.
Citing the Israel-Gaza war, he

said the Israeli military used an AI
program called Where’s Daddy? to
track enemies to their homes be-
fore targeting them there. This
meant their family members could
be in harm’s way as well.
He said thatwhileAI systems can

help with providing targets, they
donot take into account traditional
ethical considerations.
When asked about cyberattacks

between countries, Mr Moss cited
the telco space as being a “jewel”
for political interference via cyber-

attacks by giving attackers access
to technical and social networks,
including mobile phones.
In February, all four major telcos

in Singapore were attacked by
state-sponsored cyberespionage
group UNC3886.
But no sensitive data was ac-

cessed or stolen, and critical sys-

tems such as the 5G core were not
compromised.
To boost cybersecurity, Mr Moss

said one way is to give more legal
space for good hackers – or “white
hats”, as they are known in the cy-
bersphere – to counter bad actors.
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DEFCON founder JeffMoss saidmore accountability and transparencywould help
get the best out of AI, as they allow policymakers to determine the trade-offs and
society to decide what risks it is prepared to take. ST PHOTO: JASON QUAH


